| Safety Label eSafety Label - Action Plan

szgtgosngzl’an submitted by Filiz Kutlu for Didim Mesleki ve Teknik Anadolu Lisesi - 21.11.2019 @

By submitting your completed Assessment Form to the eSafety Label portal you have taken an
important step towards analysing the status of eSafety in your school. Congratulations! Please
read through your Action Plan carefully to see what you can do to improve eSafety further in your
school. The Action Plan offers useful advice and comments, broken down into 3 key areas:

infrastructure, policy and practice.

Infrastructure

Technical security

» Itis good practice that your ICT services are regularly reviewed, updated and removed if no longerin use.

Pupil and staff access to technology

» All staff and pupils are allowed to use USB memory sticks in your school. This is good practice, and your
Acceptable Use Policy should stipulate that all removable media is checked before use in the school systems.

Check the fact sheet on Use of removable devices at www.esafetylabel.eu/group/community/use-of-removable-

devices to make sure you cover all security aspects.

¥ Itis good that in your school computer labs can easily be booked. Consider the option of integrating other digital
devices into the lessons as using them provides best practise for pupils in dealing with new media. Ensure that

safety issues are also discussed.

Data protection

* You have a good policy of keeping your learning and administration environments separate. It is good to ensure
that staff training on managing these environments is up to date as you continue to review your policies. Share

your policy with other eSafety Label users by uploading it to your school profile.

* You have a good policy of encrypting pupil data and storing it safely. Ensure all new staff made aware of the
procedures for encryption and data handling and that there is a named point of contact acting as the data
controller for your school. Upload to your school profile some guidelines about protecting sensitive data through

an encryption system so that other schools can benefit from your experience.

* Passwords offer unique entry points into the school computing system and some basic rules of password
security should be rigorously applied. For further information, read the fact sheet on Safe passwords at
www.esafetylabel.eu/group/community/safe-passwords.

Include these rules in your Acceptable User Agreement and avoid giving new users a standard “first access"

password.


https://www.esafetylabel.eu/group/community/use-of-removable-devices
https://www.esafetylabel.eu/group/community/safe-passwords

Software licensing

» ltis good practise that the member of staff responsible is fully aware of installed software and their license status.

* You need to make sure that all the software in your school is legally licensed and that copies of the licences are
held centrally. You also need to check with whoever supports your IT systems that the software will not
compromise system security. Your school should develop a clear policy for software acquisition and it is good

practice to centralise this process wherever possible.

IT Management

* In your school only the head master and/or IT responsible can acquire new software. Consider putting a system
into place where teachers can ask for new software in a non-bureaucratic and timely fashion. This allows
teachers to create a more engaging lesson without the temptation of unauthorized copying and its inherent

dangers and costs.

» Itis good practice to ensure that the person in charge of the ICT network is fully informed of what software is on
school-owned hardware and this should be clearly indicated in the School Policy and the Acceptable Use Policy.
The person responsible for the network needs to be able to guarantee conformity with licensing requirements

and that new software won't interfere with network operation.

Policy
Acceptable Use Policy (AUP)

¥ ltis essential for all schools to have an Acceptable Use Policy (AUP) for staff and pupils. Consult with all

stakeholders to draw up an AUP urgently. See the fact sheet and check list on Acceptable Use Policy at

www.esafetylabel.eu/group/community/acceptable-use-policy-aup-.

» Itis excellent that eSafety is an integral part of several school policies. Do all staff make reference to it when
appropriate through their teaching? Look for examples of good practice and share these with staff and pupils.
Produce a short case study to highlight this good practice and upload it to your profile on the eSafety Label portal
via your My school area as inspiration for other schools.

Reporting and Incident-Handling

» (Cyber)bullying can be a serious problem and a whole-school approach should be taken to tackle it with a zero

tolerance strategy. Read more about it in the eSafety fact sheet area.

» Have teachers received training on dealing with potentially illegal material? Is the procedure clearly indicated in
the School Policy and the Acceptable Use Policy which all teachers and pupils have signed? All staff and pupils

should be aware that they should report any suspected illegal content to the national INHOPE hotline

(www.inhope.org).
Staff policy

* In your school user accounts are managed in a timely manner. This is important as it decreases the risk of


https://www.esafetylabel.eu/group/community/acceptable-use-policy-aup-
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misuse.

* You have guidelines in your Acceptable Use Policy (AUP) on teachers’ classroom usage of mobile phones.

Upload your AUP to your school profile as it is a model of good practice that can help other eSafety Label schools.

Pupil practice/behaviour

* When discussing eSafety pupils at your school can sometimes provide feedback on the activities . Involve them

as much as possible so that the teacher recognises real life issues while the pupils are more engaged.

School presence online

* Integrate into your school policy a section on photographs and digital images of, and by, pupils, parents and staff.
The person responsible for eSafety needs to develop this in collaboration with the staff and the school board.

The fact sheet on Taking and publishing photos and videos at school

ublishing-photos-and-videos-at-school) will provide a good

starting point.

» Having an official school page on some of the more widely used/popular social networking sites can be useful for
parents, pupils and the broader public if you use it to publicise your actions and events. However, exercise care
when setting this up to ensure that someone from the school has control over posts etc. Check the fact sheet
on Schools on social networks (www.esafetylabel.eu/group/community/schools-on-social-networks) for further

information.

* While your school has an online presence, pupils cannot take part in shaping it. Explore if there could be a way to
involve pupils, maybe as part of a digital council. It's a great opportunity to learn about media literacy and related
issues. It also can help to establish a peer network of support. Find out more about in the eSafety Label fact

sheet.

Practice

Management of eSafety

* Consider appointing a governor or board member who provides a liaison for eSafety issues. Consider also
reporting on the number and type of eSafety incidents to the governing body on an annual basis when you also
review your School Policy. See our fact sheet on School Policy www.esafetylabel.eu/group/community/school-
policy.

* Technology develops rapidly. Consider sending the member of staff responsible for ICT to trainings and/or
conferences regularly to keep them updated on new features and risks. Check out the Better Internet for Kids

portal to stay up to date with the latest trends in the online world.

eSafety in the curriculum

¥ Itis excellent that consequences of online actions are discussed with pupils in all grades. Terms and conditions
need to be read to fully understand contractual conditions. This can also concern aspects of data privacy.

Another important topic is breach of copyright. Please share the materials used through the uploading evidence
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tool, accessible also via the My school area.

Ensure that the eSafety curriculum keeps up with emerging issues by making full use of all available resources
and ensure that it builds on prior learning, bearing in mind that pupils will need different messages depending on

how they are using the technology.

It is good that you are making a specific reference to sexting within your child protection policy as this is a
growing issue that many young people are having to deal with. It is also important to ensure that you are

providing appropriate education for pupils about this issue.

Extra curricular activities

It is good that you provide eSafety support for your pupils outside curriculum time when asked. Consider offering
all pupils support to deal with online safety issues. It may be helpful to provide a “surgery" to help pupils to set
their Facebook privacy etc. The eSafety Label portal provides resources that will be useful for this; check out the
fact sheet on Pupils' use of online technology outside school at www.esafetylabel.eu/group/community/pupils-
use-of-online-technology-outside-school.

Use Safer Internet Day as a mechanism to get the whole school community involved with online safety. The
information and resources available at www.saferinternetday.org offer an ideal opportunity to promote peer

advocacy activities.

Sources of support

Dobro je, da starSem nudite podporo v zvezi z e-varnostjo, ko si to zZelijo. Premislite, ali bi bilo dobro vse starSe
redno obvescati prek spletne strani ali prek povezav v Solskem e-glasilu. Morda imate lahko tudi roditeljski
sestanek. Poglejte sismernice o informacijah za starse na www.esafetylabel.eu/group/community/information-
for-parents, kjer boste nasli gradiva, ki jih lahko posredujete starSem, in ideje, ki jih lahko uporabite na roditeljskih

sestankih.

Staff training

It is important that teachers are aware on the technology used by pupils in their freetime. This is important as this
awareness is the first step in addressing the issue of powering down for school. At the same time pupils should
not be asked to do their homework using technology not available to them outside of schools. Ensure that all

teachers are provided with information of this. Have a look at the Essie Survey of ICT in schools.

All staff need to be regularly updated about emerging trends in eSafety issues. Consider a needs-analysis to

determine what different staff need from their training and consult the eSafety Label portal to see suggestions for

training courses at www.esafetylabel.eu/group/community/suggestions-for-online-training-courses.

The Assessment Form you submitted is generated from a large pool of questions. It is also useful
for us to know if you are improving eSafety in areas not mentioned in the questionnaire. You can
upload evidence of such changes via the Upload evidence on the My school area section of the
eSafety Portal. Remember, the completion of the Assessment Form is just one part of the
Accreditation Process, because the upload of evidence, your exchanges with others via the

Forum, and your reporting of incidents on the template provided are all also taken into account.
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